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Open and hide your control panel 

Join audio: 
•  Choose “Mic & Speakers” to use 

VoIP 
•  Choose “Telephone” and dial 

using the information provided 

Submit questions and comments via 
the Questions panel 

Note: Today’s presentation is being 
recorded and will be provided within 
48 hours. 

Your Participation 

GoToWebinar	
  Housekeeping	
  



In	
  The	
  News	
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Jan 2013  
Restaurant 
Chain Zaxby’s 
Discloses 
Security Breach 

Jan 2013  
Cumberland 
investigates 
website security 
breach 

Jan 2013  
Florida 
Department of 
Juvenile Justice 
Suffers Security 
Breach 

Jan 2013  
Utah Health 
Department 
Acknowledges 
New Security 
Breach 

December 2012  
Breach of 1.6M 
accounts at FBI, 
NASA, and more 



A4ack	
  Surfaces	
  –	
  Tradi;onal	
  Applica;on	
  

UI 

database authentication computation legacy system 
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A4ack	
  Surfaces	
  in	
  the	
  Cloud	
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Receive	
  
Transac;on	
  	
  

Amount	
  
>	
  	
  
$10000	
  

Transform	
  
Message	
  

+	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
Send	
  	
  
No;fica;on	
  

NO	
  
XML	
   XML	
  

Check	
  Customer	
  	
  
Status	
  

YES	
  

JMS	
  

CRM	
  
Applica;on	
  

Internet	
   Internet	
  

Business	
  	
  
Partner	
  

SOAP	
  over	
  
HTTPS	
  

Database	
  updated	
  



Comprehensive	
  Solu;on	
  Required	
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Securing	
  An	
  Applica;on	
  



Policy	
  Management	
  

  Capabilities 
  Centralized management and reporting of 

“expectations”  
  Knowledgebase 

  Benefits 
  Globally accessible 
  Promotes predictable results 

  Drawbacks 
  Must invest time to develop and evolve 



Sta;c	
  Analysis	
  

  Capabilities 
  Find real security bugs 
  Low cost method 

  Benefits 
  Detects problems early 
  Trains developers by pointing out problematic code 

  Drawbacks 
  Must be properly configured 
  Flow-analysis alone cannot prevent 



Peer	
  Code	
  Review	
  

  Capabilities 
  Facilitates high-level analysis of security and design 

  Benefits 
  Identifies complex vulnerabilities 
  Keeps team in sync 

  Drawbacks 
  Peer code review is mostly talked about and easily 

delayed 



Unit	
  Tes;ng	
  

  Capabilities 
  Starts testing validation methods and verifying 

security functionality before the system is complete 

  Benefits 
  Reduces the time required for validation 
  Can expose potential vulnerabilities earlier than pre-

production 

  Drawbacks 
  Test cases must be kept in sync with evolving 

application  



Con;nuous	
  Regression	
  Tes;ng	
  

  Capabilities 
  Runs all existing test on a continuous basis 
  Alerts team of failures 

  Benefits 
  Ensures that the application remains secure 
  Ensures stability during change 

  Drawbacks 
  Must keep test cases in sync 



Penetra;on	
  Tes;ng	
  

  Capabilities 
  Should verify that the security policy is operates 

correctly 
  Outside-in testing 

  Benefits 
  Validates against known attack scenarios 

  Drawbacks 
  Not a complete system 
  Late stage technology 
  Reactive 



Coding	
  Defensively:	
  Valida;ng	
  inputs	
  

9 paths  
through  
the code 

3 entry  
points 

The Solution = validate inputs upon entry 

4 potential 
vulnerabilities 

Validate Validate 

Validate 



Input	
  Valida;on	
  Approach	
  

  Validate every input immediately after it is 
received 

  Input validation prevents attacks on the 
application 

  Prevents over half of the most common web 
application vulnerabilities 
  Cross-site scripting 
  Injection flaws 
  Misc file execution 
  Cross site request forgery 
  Failure or restrict URL access 



Security	
  Resources	
  

  CWE	
  –	
  Common	
  Weakness	
  Enumera;on	
  	
  
  h4p://cwe.mitre.org	
  

  OWASP	
  -­‐	
  Open	
  Web	
  Applica;on	
  Security	
  Project	
  	
  
  h4p://www.owasp.org	
  

  PCI	
  –	
  Payment	
  Card	
  Industry	
  Security	
  Standards	
  	
  
  h4ps://www.pcisecuritystandards.org	
  

  Hack.me	
  –	
  Community	
  based	
  security	
  learning	
  project	
  
  h4ps://hack.me	
  

  SAMATE	
  -­‐	
  So=ware	
  Assurance	
  Metrics	
  And	
  Tool	
  Evalua;on	
  
  h4p://samate.nist.gov	
  

  Build	
  Security	
  In	
  –	
  Collabora;ve	
  security	
  effort	
  	
  
  h4ps://buildsecurityin.us-­‐cert.gov	
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Resources	
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  info@paraso=.com	
  	
  webinar@paraso=.com	
  	
  


