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Open and hide your control panel 

Join audio: 
•  Choose “Mic & Speakers” to use 

VoIP 
•  Choose “Telephone” and dial 

using the information provided 

Submit questions and comments via 
the Questions panel 

Note: Today’s presentation is being 
recorded and will be provided within 
a week. 

Your	  Par8cipa8on	  

GoToWebinar	  Housekeeping	  
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Agenda	  

  Early	  detec8on	  &	  preven8on	  
  The	  importance	  of	  policy	  	  

  A	  Development	  Tes8ng	  PlaKorm	  
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About	  Paraso3	  

World	  Renowned	  for	  Automated	  Defect	  Preven8on	  

26 Yrs Founded in 1987 

Highly 
Focused 

Privately held 
No debt, No VCs 

>7,000 Customers worldwide 

26 Years of profitable growth 
Years of innovation and customer value 

Patents associated with software quality 28 
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Key	  Proposi8on	  

Policy-‐driven	  approach	  builds	  quality	  into	  the	  applica8on	  
development	  lifecycle	  

-‐ Accurate	  measurement	  of	  quality	  	  

-‐ Accurate	  measurement	  of	  produc8vity	  	  
-‐ Prevents	  errors	  
-‐ Eliminates	  waste	  

ROI	  for	  implemen8ng	  a	  Sta8c	  Analysis	  policy	  is	  
significant.	  Especially	  for	  embedded	  systems.	  
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What's	  in	  a	  policy?	  

 What	  teams	  need	  to	  perform	  sta8c	  analysis	  
 What	  projects	  require	  sta8c	  analysis	  

 What	  rules	  are	  required	  

 What	  degree	  of	  compliance	  is	  required	  

 When	  suppressions	  are	  allowed	  

 When	  viola8ons	  in	  legacy	  code	  need	  to	  be	  
fixed	  	  

 Whether	  you	  ship	  code	  with	  sta8c	  analysis	  
viola8ons	  



Copyright	  ©	  2013	  Paraso3	   10	  10	  

Policy	  -‐	  Is	  It	  Working?	  

  Setup	  policies	  
  Test	  Coverage	  
  Unit	  Tests	  Executed	  
  SA	  Compliance	  
  Peer	  review	  expecta8ons	  
 Measure	  –	  Monitor	  -‐	  Improve	  

  Base	  threshold	  on	  current	  results	  
  Incremental	  improvement	  

10 
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Which	  would	  you	  prefer?	  

Preven8on	  
Your	  so3ware	  is	  secure	  –	  Have	  a	  great	  day!	  

Early	  Detec8on	  
You	  have	  security	  problems.	  Fixing	  them	  will	  delay	  your	  release.	  
You	  don’t	  have	  8me	  to	  address	  the	  root	  cause,	  so	  you’ll	  have	  to	  
triage	  which	  things	  you	  can	  fix	  and	  just	  patch	  some	  of	  them.	  
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Prevention 
  Iden8fies	  symptoms	  

  Easy	  to	  perform	  but	  …	  
  Doesn’t	  find	  all	  vulnerabili8es	  

  To	  fix	  problems	  at	  the	  end	  of	  the	  
process	  is	  costly	  

  Doesn’t	  prevent	  future	  
vulnerabili8es	  

  Penetra8on	  tes8ng	  only	  finds	  
prescribed	  problems	  

  You	  can't	  test	  quality	  or	  security	  
into	  a	  product	  

  Iden8fies	  the	  root	  causes	  of	  
vulnerabili8es	  

  Quality	  must	  be	  built	  into	  the	  
code	  

  Immediate	  valida8on	  prevents	  
bug	  chasing	  

  Easy	  enforcement	  of	  policies	  

Detection vs. Prevention 

Detection / Auditing 
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Coding	  Defensively:	  Valida8ng	  inputs	  

Many paths  
through  
the code 

3 entry  
points 

The Solution = validate inputs upon entry 

4 potential 
vulnerabilities 

Validate Validate 

Validate 
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Preven8ng	  SQL	  Injec8on	  

String username = request.getParameter("USER"); 

String password = request.getParameter("PASSWORD"); 

String query = “SELECT * FROM Users WHERE username=‘” + 

               username + "' AND password='" + password + "'"; 

Statement.execute(query); 

An attacker passes "' or 1=1" for username creating: 

SELECT * FROM Users WHERE username='' or 1=1 AND password='foo' 

Prevention: wrap input in validation: 

String username = validate(request.getParameter("USER")); 

String password = validate(request.getParameter("PASSWORD”)); 
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An	  Ounce	  of	  Preven8on	  

  Feedback	  loop	  
  Frequent	  issues	  from	  Peer	  Review	  

  Field	  reports	  
  QA	  findings	  

  The	  misunderstood	  rela8onship	  between	  flow	  
analysis	  and	  pamern-‐based	  sta8c	  analysis	  

  Crea8ng	  a	  so3ware	  environment	  where	  bugs	  
cannot	  survive.	  



Copyright	  ©	  2013	  Paraso3	   16	  16	  

1:  /* 
2:   * File: parmdngl.c 
3:   */ 
4:  #include <stdlib.h> 
5: 
6:  char foo(a) 
7:      char a[10]; 
8:  { 
9:      return a[0];  
10: } 
11: 
12: main() 
13: { 
14:      char *a; 
15:      a = malloc(10); 
16:      free(a); 
17:      foo(a); 
18:      return (0); 
19: } 

1:  /* 
2:   * File: alloc4exe.cpp 
3:   * 
4:   * Build with "insure /Zi a 
5:   */ 
6:  
7:  #include <stdlib.h> 
8:  
9:  void *foo(); 
10:  
11: int main() 
12: { 
13:     void *p = foo(); 
14:     free(p); 
15:     return 0; 
16: } 

1: /* 
2: * File: unuasign.c 
3: */ 
4: main() 
5: { 
6:     int i, a[10]; 
7:     int max; 
8: 
9:     a[0] = 1; 
10:    a[1] = 1; 
11:    for(i=2; i<10; i++) 
12:        a[i] = a[i-1]+a[i-2]; 
13:    max = a[9]; 
14: } 

1:  /* 
2:   * File: parmdngl.c 
3:   */ 
4:  #include <stdlib.h> 
5: 
6:  char foo(a) 
7:      char a[10]; 
8:  { 
9:      return a[0];  
10: } 
11: 
12: main() 
13: { 
14:      char *a; 
15:      a = malloc(10); 
16:      free(a); 
17:      foo(a); 
18:      return (0); 
19: } 

1:  /* 
2:  * File: freedngl.c 
3:  */ 
4:  #include <stdlib.h> 
5: 
6:  main() 
7:  { 
8:      char *a = (char 
*)malloc(10); 
9:      free(a); 
10:     free(a); 
11:     return (0); 
12: } 

1:  /* 
2:  * File: expuptr.c 
3:  */ 
4:  main() 
5:  { 
6:     char *a, b[10], 
c[10]; 
7: 
8:     if (a > b) 
9:          a = b; 
10:    return (0); 
11: } 

1:  /* 
2:   * File: alloc4exe.cpp 
3:   * 
4:   * Build with "insure /Zi a 
5:   */ 
6:  
7:  #include <stdlib.h> 
8:  
9:  void *foo(); 
10:  
11: int main() 
12: { 
13:     void *p = foo(); 
14:     free(p); 
15:     return 0; 
16: } 

1: /* 
2: * File: unuasign.c 
3: */ 
4: main() 
5: { 
6:     int i, a[10]; 
7:     int max; 
8: 
9:     a[0] = 1; 
10:    a[1] = 1; 
11:    for(i=2; i<10; i++) 
12:        a[i] = a[i-1]+a[i-2]; 
13:    max = a[9]; 
14: } 

1:  /* 
2:  * File: freedngl.c 
3:  */ 
4:  #include <stdlib.h> 
5: 
6:  main() 
7:  { 
8:      char *a = (char 
*)malloc(10); 
9:      free(a); 
10:     free(a); 
11:     return (0); 
12: } 

1:  /* 
2:  * File: expuptr.c 
3:  */ 
4:  main() 
5:  { 
6:     char *a, b[10], 
c[10]; 
7: 
8:     if (a > b) 
9:          a = b; 
10:    return (0); 
11: } 

Paraso3	  Development	  Tes8ng	  PlaKorm	  
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1:  /* 
2:   * File: parmdngl.c 
3:   */ 
4:  #include <stdlib.h> 
5: 
6:  char foo(a) 
7:      char a[10]; 
8:  { 
9:      return a[0];  
10: } 
11: 
12: main() 
13: { 
14:      char *a; 
15:      a = malloc(10); 
16:      free(a); 
17:      foo(a); 
18:      return (0); 
19: } 

1:  /* 
2:   * File: alloc4exe.cpp 
3:   * 
4:   * Build with "insure /Zi a 
5:   */ 
6:  
7:  #include <stdlib.h> 
8:  
9:  void *foo(); 
10:  
11: int main() 
12: { 
13:     void *p = foo(); 
14:     free(p); 
15:     return 0; 
16: } 

1: /* 
2: * File: unuasign.c 
3: */ 
4: main() 
5: { 
6:     int i, a[10]; 
7:     int max; 
8: 
9:     a[0] = 1; 
10:    a[1] = 1; 
11:    for(i=2; i<10; i++) 
12:        a[i] = a[i-1]+a[i-2]; 
13:    max = a[9]; 
14: } 

1:  /* 
2:   * File: parmdngl.c 
3:   */ 
4:  #include <stdlib.h> 
5: 
6:  char foo(a) 
7:      char a[10]; 
8:  { 
9:      return a[0];  
10: } 
11: 
12: main() 
13: { 
14:      char *a; 
15:      a = malloc(10); 
16:      free(a); 
17:      foo(a); 
18:      return (0); 
19: } 

1:  /* 
2:  * File: freedngl.c 
3:  */ 
4:  #include <stdlib.h> 
5: 
6:  main() 
7:  { 
8:      char *a = (char 
*)malloc(10); 
9:      free(a); 
10:     free(a); 
11:     return (0); 
12: } 

1:  /* 
2:  * File: expuptr.c 
3:  */ 
4:  main() 
5:  { 
6:     char *a, b[10], 
c[10]; 
7: 
8:     if (a > b) 
9:          a = b; 
10:    return (0); 
11: } 

1:  /* 
2:   * File: alloc4exe.cpp 
3:   * 
4:   * Build with "insure /Zi a 
5:   */ 
6:  
7:  #include <stdlib.h> 
8:  
9:  void *foo(); 
10:  
11: int main() 
12: { 
13:     void *p = foo(); 
14:     free(p); 
15:     return 0; 
16: } 

1: /* 
2: * File: unuasign.c 
3: */ 
4: main() 
5: { 
6:     int i, a[10]; 
7:     int max; 
8: 
9:     a[0] = 1; 
10:    a[1] = 1; 
11:    for(i=2; i<10; i++) 
12:        a[i] = a[i-1]+a[i-2]; 
13:    max = a[9]; 
14: } 

1:  /* 
2:  * File: freedngl.c 
3:  */ 
4:  #include <stdlib.h> 
5: 
6:  main() 
7:  { 
8:      char *a = (char 
*)malloc(10); 
9:      free(a); 
10:     free(a); 
11:     return (0); 
12: } 

1:  /* 
2:  * File: expuptr.c 
3:  */ 
4:  main() 
5:  { 
6:     char *a, b[10], 
c[10]; 
7: 
8:     if (a > b) 
9:          a = b; 
10:    return (0); 
11: } 

Paraso3	  Development	  Tes8ng	  PlaKorm	  
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Monitor	  /	  Manage	  
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Sta8c	  Analysis	  for	  Process	  Improvement	  

  Bug-‐finding	  rules	  have	  corresponding	  
preven8on	  rules	  –	  find	  all	  the	  vulnerabili8es	  

  Prevent	  the	  poten8al	  rather	  than	  chase	  paths	  
  Analyze	  issues	  and	  select	  SA	  based	  on	  real	  
problems:	  
  Q/A	  issues	  
  Bug-‐tracking	  
  Flow	  analysis	  findings	  
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From	  the	  plaKorm	  to	  the	  desktop	  

  Email	  ≠	  IDE	  
  SCM	  integra8on	  cri8cal	  to	  efficiency	  

  Assign	  to	  last	  person	  to	  touch	  the	  code	  
  Send	  relevant	  tasks	  directly	  to	  developer	  UI	  

Tasks 
Automatically 
Distributed 
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Policy	  +	  Development	  Tes8ng	  	  PlaKorm	  

A Continuous Improvement Infrastructure that 
Delivers Greater Productivity and Software Quality 

Automa>on	  of	  cri>cal	  repe>>ve	  tasks	  
 Expose	  structural	  errors	  
 Eliminate	  classes	  of	  errors	  
 Expose	  poorly-‐implemented	  requirements	  

 Reduce	  rework	  8me	  
 Allow	  for	  more	  complete	  “tes8ng”	  
 Reduce	  business	  risk	  

Infrastructure	  to	  test	  incomplete/evolving	  systems	  
 Effec8vely	  implement	  a	  requirement	  
 Framework	  for	  Con8nuous	  Quality	  
 Test	  logical	  “units”	  of	  work	  
 Understand	  Process	  impact	  to	  quality	  

 Quality	  delivered	  with	  agility	  
 Reduce	  the	  risk	  of	  change	  
 Deliver	  new	  requirements	  faster	  
 Predictable	  outcomes	  

Reuse	  of	  quality	  assets	  throughout	  SDLC	  
 Quality	  is	  a	  con8nuous	  process	  
 Process	  leverages	  up-‐stream	  assets	  

 Reduce	  manual	  efforts	  
 Eliminate	  tes8ng	  re-‐rework	  

Establish	  and	  monitor	  quality	  processes	  
 Framework	  for	  con8nuous	  improvement	    Visibility	  
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Q&A	  /	  Resources	  

  webinar@paraso3.com	  	  	  

  hmp://alm.paraso3.com	  

  hmp://www.paraso3.com/jsp/resources	  

  Facebook:	  hmps://www.facebook.com/paraso3corpora8on	  
  Twimer:	  @Paraso3	  @MustRead4Dev	  @CodeCurmudgeon	  	  

  LinkedIn:	  hmp://www.linkedin.com/company/paraso3	  
 Google+	  Community:	  Sta$c	  Analysis	  for	  Fun	  and	  Profit	  


