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Agenda KL PARASOFT

= Early detection & prevention
" The importance of policy

= A Development Testing Platform




About Parasoft = PARASOFT

World Renowned for Automated Defect Prevention

Founded in 1987

Highly Privately held
Focused No debt, No VCs

Customers worldwide

Years of profitable growth
Years of innovation and customer value

Patents associated with software quality
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=L PARASOFT.
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Key Proposition I PARASOFT.

Policy-driven approach builds quality into the application
development lifecycle

-Accurate measurement of quality
-Accurate measurement of productivity
-Prevents errors

-Eliminates waste

ROI for implementing a Static Analysis policy is
significant. Especially for embedded systems.
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What's in a policy? X PARASOFT.

= What teams need to perform static analysis
= What projects require static analysis

= What rules are required

= What degree of compliance is required

= When suppressions are allowed

= When violations in legacy code need to be
fixed

= Whether you ship code with static analysis
violations
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Policy - Is It Working? X PARASOFT.

= Setup policies
= Test Coverage
= Unit Tests Executed
= SA Compliance
= Peer review expectations

= Measure — Monitor - Improve
= Base threshold on current results
" Incremental improvement
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=L PARASOFT.

Prevention

Your software is secure — Have a great day!

Early Detection
You have security problems. Fixing them will delay your release.
You don’t have time to address the root cause, so you’ll have to
triage which things you can fix and just patch some of them.

Which would you prefer?
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Detection vs. Prevention I PARASOFT.

Detection / Auditing Prevention

" |dentifies symptoms = |dentifies the root causes of
vulnerabilities

= Easy to perform but ...
= Quality must be built into the

= Doesn’t find all vulnerabilities

_ code
° Tofixproblemsattheendofthe 1 te validation prevents
process is costly bug chasing

= Doesn’t prevent future

s = Easy enforcement of policies
vulnerabilities

= Penetration testing only finds
prescribed problems

= You can't test quality or security
into a product
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Coding Defensively: Validating inputs X PARASOFT.

The Solution = validate inputs upon entry

3 entry ‘ Validate ﬁ
oints W 3
P Validate / :

! Validate '

N\ / /"
Many paths /
through NS K
the code sqQL
/ Statement
3y
v
4 potential sQL

Statement

X Path
Query

vulnerabilities

SQL
Statement
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Preventing SQL Injection X PARASOFT.

2 String username = request.getParameter ("USER") ;
String password = request.getParameter ("PASSWORD") ;
String query = “SELECT * FROM Users WHERE username=‘" +
username + "' AND password='" + password + "'";
Statement.execute (query) ;
An attacker passes "' or 1=1" for username creating:
SELECT * FROM Users WHERE username='' or 1=1 AND password="'foo'

Prevention: wrap input in wvalidation:

String username = validate (request.getParameter ("USER"))

String password = validate (request.getParameter ("PASSWORD”) ) ;
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An Ounce of Prevention X PARASOFT

= Feedback loop

" Frequent issues from Peer Review
= Field reports
* QA findings

* The misunderstood relationship between flow
analysis and pattern-based static analysis

= Creating a software environment where bugs
cannot survive.
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Parasoft Development Testing Platform X PARASOFT.

Analyze Test

Tools APIs Integration Intelligence

Policy Management
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Parasoft Development Testing Platform X PARASOFT.

1:
1 2: *File: parmdng
2: *File: alloc4exe.cpp 3: 1: >
3 4: #include <steHib.h> P P 1 2: *File: alloc4exe.cpp
4 : Build with "insure /Zi a 5: 2: * File: unuasign.c 2: *File: freedngl.e 2: *File: expuptr.c
g ! g cha;foo(:)os * : ? *I. 230 File: freedrjl.t/ 2: : File: %xp@'ﬂlé with "insure /Zi a

. . : chara[10}: main() 4: #include <stellib/h> 4: main() 3 |

1A DL 8: { 5:{ 5 43%include <st§1|l‘ h> g: :
8: ' 9:  return a[0f: Jint i, a[10]; 6: main() 5; 6: char @,b{m] : #include <stdlib.h>
€8 Vel TEe(y 10: 7:  [int max; 7 6:nain() c[10]; 6: (:har8 *a, b[10
e : 11: 8: 8: char*a =(P.h r 7 cio); 9 void ™ *’oo
11: int main() 12: main() 9: |a[0]=1; “malloc(10); & | char *a = @harif (a > b) 10:
Zd . 13:{ 10: [a[1]=1; 9: free(a); Hmhiloc(10); 9 a=§; f (aHpint main()
Bk vl =i 14:  char*a; 11: [for(i=2; i<10; i++) 10: free(@; o feer 10: retun(0); 212
iag Gt 15:  a=mallor10); a[i] = a[i-1]+a[i-2]; 112+ return (0308 free(a); 11:} 10: retur%. ow°'d p = foo();
15 return 0; 16:  free(a); 13: | max = a[9]; 425} 114 return (0); ) Y
16:} 17:  foo(a); 14. 123} : 15:  return 0;

18:  return (0); 1 16: }

19:}

J

Analyze Test

Tools APIs Integration Intelligence

Policy Management
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Monitor / Manage X PARASOFT

Policy Check Details

Status Links
Code Base Size coment
urre|
Name Current Cost Estimated D:,‘:‘l'ul:“ ~
Euild Results 255200 Cost 006 & &
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l:.") | L5eh 00) er-Budget, Negative Rate == Under-Budget
100 |
" | 2,545 003
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12 |
i = : 2 v - 190 Expected Decisi
SEVS S EN s ;‘;‘p}\’ w Name Work Completed % Work St ~_
C T Testy o ~ Ik o0 [
ovarage e o WLLI0N  Sepls MOB Zep2L2M0  lep5 B Datest 9.3 - March-Apri 2% 37% -76.96%
b B er Bound: -95% ~ -50%
™~ -Time, Negative Rate == Overdue
B 20,60 §
iy 154,10 1
<
T 184,10 4 Project Risk Analysis @00
L)
3 $4,0 1
{ e curity
) = e = e .
WL NE  Sen X 00K Sep MLAME  Seplk . SpL7,INE Sep 10,2088 Iep 2, 20M  Sep e — coo @ &
:3% ~ 10%
Dashboands track key development metrics ity Verification
D Name Name
© No Test: 40010 41863 42260 2] &
* No Test Rate: 33% eoo‘ &l 9=
206 SOAtest 9.3 - March-April  Test Faied Rate: 0%
* No Test Threshold: 8%
* Failed Test Threshold: 8%
Implementation - Code Analysis
* New Ermors: -15 [ole]~)] [z &
 New Error Threshokl: 30
Implementation - Build Results
« Percent of the files with compiler waming message: 19.43% 00 [z &
o Threshokd: 30%




Static Analysis for Process Improvement KL PARASOFT

" Bug-finding rules have corresponding
prevention rules — find all the vulnerabilities

" Prevent the potential rather than chase paths

= Analyze issues and select SA based on real
problems:

= Q/A issues
= Bug-tracking
" Flow analysis findings
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From the platform to the des KL PARASOFT

= Email # IDE

" SCM integration critical to efficiency

= Assign to last person to touch the code

= Send relevant tasks directly to developer Ul

& Java - WebKingfwebtoo|

/XML SerializationTest. java - Eclipse

Fie Edt Source Refactor Nevgate Seach Project Xest Run Window Hep
[mild B-i%-0-Q- Q-  BHG-  EOB - F EREIREIRR R
18 Pockeg 50 % Naviget | ¢ Herarc | = O [1) tMiserialzationTest 53 ) Paremiypejava | D) AttrbuteTypeeva |7 =
S %o T b b [ webtooktest b ) XMSersizationTest b testiMLSeriszation(Fle, boclean)  Sting
1 org.ecipse.otf uiextras - ) A
1 org.ecipse refactoring 1 )
5 1 Profieproject : B00y
& 5T 6 Instl Project 5 private SEEEH testiMSerializacion(File testFile, hoolean ¢ [ 2oy cotumer Toso-te [conero]
8- & Test Dynamic Web Project 3 Object origTest = OPenPEOJEct (new BaseFile(testFile), fa = 81560: Prpvent iy
5§ Tests Project. 238 "
5§ (defaultpackage) 235 BaseFile nevFile = BAVEPEGIEEE (origTest, testFile.getNan o
1] AssignmentExpression java 240 try ( "
- [0] AsyncRequestsSangle java 241 openProject (nevFile, false
Avjava ez / Ve are not checking project equality, because all 4715 Woke Apphcaton Secarty Testhe Paper
BaseFie.java 243 /7 do ot have equals() implemented. lso, using ck. tor
Blenkjava 2aa /7 when serializing the old and nev tests are differ 057 Fo PR 85398 + ot it def ol vl n XML sercioaton
Clockjava 28 /¢ weitten for both objects are equal.
Confusediterationjava | 236 ) catch (Exception e) ¢ 5255 Quaity Tesks
Databaselfanager.java a7 return "Caught exception reading serialized wml: " 4
Debugserialeation java 24 ) finally ¢ 7] 5257: Management Tasks
DefaultiaheRevter.java 25 if (deleteNevFile) 5 G Septomber Tasks - ke [Concerta]
DiveyzZero java nevFile.getFile() .delete() ; & Gy September Tasks - Sam [Concerto]
ECHANode.java ) & Gy September Tasks - Tom [Concerto]
& 1) EcATag.javs ) & Gy September Tasks - Tony. [Concerto]
1) EncrLogger.java return null;
1) FalTest.java )
1) Fiepath.java s private hoolean skipFile(File testFile) throws Exception (
1) GetobCount jova s¢ String path = testFile.getCanonicalPathi);
) [7) GRS Tact inva 8 25 vath = vath.replace'\\'. /1 @
< > < >
JP Test Progress £2 B Console 1 B 7 O |[[2 Problem | P xest 52 € Progres | (5 History | * Caller | Ju Junk| 4 Search | \(0) SWNRe | ©JError Lo | (9 TaskRe | @ Tracer| —
Fiter matched 75 of 75 tasks E
o testsin progress to dispay at thistine. d
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baranoy
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Policy + Development Testing Platform

=L PARASOFT.

A Continuous Improvement Infrastructure that
Delivers Greater Productivity and Software Quality

Automation of critical repetitive tasks

= Expose structural errors
= Eliminate classes of errors
= Expose poorly-implemented requirements

= Reduce rework time
= Allow for more complete “testing”
= Reduce business risk

Infrastructure to test incomplete/evolving systems

= Effectively implement a requirement
= Framework for Continuous Quality

= Test logical “units” of work

= Understand Process impact to quality

= Quality delivered with agility

= Reduce the risk of change

= Deliver new requirements faster
= Predictable outcomes

Reuse of quality assets throughout SDLC

= Quality is a continuous process
" Process leverages up-stream assets

= Reduce manual efforts
= Eliminate testing re-rework

Establish and monitor quality processes

= Framework for continuous improvement
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Q&A / Resources = PARASOFT

n
o

= webinar@parasoft.com

http://alm.parasoft.com

http://www.parasoft.com/jsp/resources

S _
. ‘
= Facebook: https://www.facebook.com/parasoftcorporation

= Twitter: @Parasoft @MustRead4Dev @CodeCurmudgeon
= Linkedln: http://www.linkedin.com/company/parasoft

= Google+ Community: Static Analysis for Fun and Profit
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